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PROCEDURES FOR REPORTING FEDERAL CRIMES
BY NON-EMPLOYEES UNDER E.O. 12036 § 1-706

- Section 1-706 of Executive Order 12036 requires senior
'officials.of the intelligence conmunity to:
| ilReport to the Attorney General ev1dence of p0351b1e
1lv1olat10ns of federal crlmlnal 1aw by an employee
5"of thelr department or agency, and report to the |
;iiAttorney General evidence of possible violations
ﬁ;fby othet persons:of those'federal otiminalllaws
.{;iSPec1f1ed in guldellnes adooted by the Attorney
;'General.
'These guldellnes specify the violations of federal criminal
statutes by non—employees Wthh must be repotted and provide

,reportlng procedures.

A. Deflnltlons

l. "Agency" shall mean:
a. The Central Intelligence Agency;
b.. the National Security Agency;
C. the Defense intelligence Agency;
d. offices within DoD for the Collection of
specialized national foreign intelligence

through reconnaissance programs;
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e. the intelligence elements of the military
services, including the Army Inteiligence_
and Security Command (INSCOM), the Counter-
intelligence Directorate of thekAir Ferce
Office of Special InVesfigations, and the'
Internal Security D1V151on of the Naval
Investlgatlve Serv1ce, | o

jf;? the Bureau of Intelllgence and Research of

. the Department of State._

g,z:fhe Intelllgence:elements of the Federal

Bureau of Investlgation, and g ;151

. 5

:h.: the staff elements of the Offlce of the Director

‘fi'of Central Intelllgence-ee

.“Employee shall mean an emplofee as.deflned in
_E.O. 12036, § 4-204 | L |

3. "Reportable offense" shall—mean a p0551b1e V1ola-
;v_,tlon of the federal crlminal statutes llsted in

part C of these procedures. . =

<

4, "Subject" shall mezn a person,, other than an

employee of the agency, about whom an agency has,
in the course of performing its lawful functlons,
acquired information that he is committing or has

committed a reportable offense.

-

-
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Policy and Interpretation

1. These procedures govern the reporting of information

of which the agency or its employees become aware in the

course of performing their lawful functions. They do

not authorize an agency to conduct any investigation

oxr to collect any information not otherwise authorized

bby law.

L2, These procedures require an employee. of an agency

in the 1ntelllgence communlty to report to the general

e e .

counsel of his department or agency facts or circum-

-,

' stances that appear to the employee to 1ndlcate that a

crlmlnal offense has been commltted Reports to the

Department of Justlce w1ll be made by the general counsel

of the department or agency or hls delegate only as set

forth below.

Reoortable Offenses

Informatlon or allegatlons showrng that the followang

federal offens~s may have been commltted shall be reported:

1. Crimes 1nvolv1nJ lntentlonal 1nfllctlon or threat
of death or serious pnysical harm. Pertinent federal

offenses include:

ASsault - 18 U.S.C. §§ 111—113(a)

Homicide -- 18 U.S.S. §§ 1111-14, 1116, 2113(e)

Kidnapping -—- 18 U.S.C. § 1201

Congressional assassination, assault or
kidnapping ~- 18 U.S.C. § 1751

Threatening the President -- 18 U.S.C. § 871

2. Crimes that impact on the national security,

defense

or foreign relations of the United States. Pertinent

federal offenses include:

Communicating cla551f1ed informatlon ~- 50 U
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e e -'Sabotage ~- 18 U.S5.C. §§ 2151- 57

-
L L

Arms Export Control Act -~ 22 U.S.C. § 2778

"Export Control Act -- 50 U.S.C. § 2405

.

Neutrality offenses -- 18 U.S5.C. §§ 956-60

Trading with the Enemy Act -~- 50 App. U.S.C.
§§ 5 (b), 16

Acting as an unreglstered forelgn agent - 18 u.s.c .
s 951 .. . VL. L - ~;.':.
Communlcatlng cla551f1ed 1nformatlon - 50 U.Ss.C.
§ 783(b) : .

Government employae actlng for a forelgn prlnczpal —
18 u.s.c. § 219 Sfbi" : o
Communlcatlng restrlcted data - 42 U S Lo
. § 2274—77 _ ST I __;' . :3,
. fﬁf; ESP10nage -- 18 U S. C §§ 793—98 ;‘f
'ff*7 'fi?z ' Fallure to register as forelgn esplonage;'
B tralnee -- 50 U. S C. §§ 851—55 oy
LT Forelgn Agents Reglstratlon Act - 22 U S C.
. '"v § 613 (a) e 7. _ ..‘; - ;

Sabotage - 18 U.Ss. C._§§ 2151-57

]

Unlawfully enterlng the Unlted States -~ 8 U.S. C.
§ 1325 L L e o o
.fa,qh;mi'?The general counsel of the agenqy, by agreement with_ the
J

’ Crlmlnal DlVlSion, may develop categorles of spec1f1c t
'crlmes which need not be reported because that‘partlcular t;
'category could have no 1gn1f1cant 1mpact on natlonal
security, defense or foreign relations.
3;. Any crime meeting any of the following?eriteria:
| a, The crlme is commltted in circumstances

[ 4

llkely to have a substantial impact on the national

-4 - -
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is intended to conceal activities having such an impact.
b. . The crime involves foreign interference with
the integrity of United States governmental institutions
or processes. Such crimes include, when committed by

foreign persons:

Bribery of public officials and witnesses -- 18 U.S.C.
§§ 201-208

Conspiracy to injure or impede an officer -- 18 U.S.C. § 37:

Electlon contributions and expendltures -- 2 U.5.C.
§§ 44la-3, -599-600 oo

*,7_9:.; There are 1nd1cat10ns that the crime is R
commltted by or'on behalf of a forelgn powexr or in
connectlon ﬁ;fhnlnternatlonal terrorist activity.

Such qumes 1nclude:

Aifcraft piracy - 49'U S C. § 1472(1)

Dlstrlbutlon, posse551on, and use of explosives --
18 U.s.c. §§ 842(a)-(1)

Unlawful electronlc survelllance -~ 18 U.S5.C.
. §§ 2511(1), 2512(1), 50 U.s.C.. § 1809

fPassport and visa offenses -- 18 U.S.C. §§ 1541-44,
- 1546

Distribution, possession, transfer, and use of
use of firearms -- 18 U.S.C. § 922, 924;
26 U.S.C. § 5861

Transporting explosives on board aircraft —-
49 U.S.C. § 1472(h) :

Conspiracy to injure or impede an officer --
18 uU.s.c. § 372

Counterfeiting U.S. obligations -- 18 U.S8.C. § 471-74

False statements and false official papers -—-
18 U.s.C. §§ 1001-02, 1017-18

PR R
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Obstruction of justice -- 18 U.S.C. §§ 1503-06,
1508-10

Perjury -- 18 U.S5.C. § 1621-23

bThe general counsel may report any other possible
offense when he believes it sﬁould be reported to
the Attorney General.

Any conspiracy_to commit a reportabie offense

shall be reported. "-f |

The general counsel shall keep records of any matters
referred to hlm which contaln lnformatlon or a11e~
gatlons of a felony in v1olat10n of federal 1aw

whlch the general counsel determlnes 1s not reportable

o

under these Drov151ons."*'

Renortlng Procedures’

When 1nformatlon or allegatlons are recelved by an agency

o bk

1.

" that a subject has commltted or is commlttlng a reportable

ffense, the ‘agency shall transmlt the 1nformatlon or

‘e

allegatlonsmto the Department of Justlce 1n the followzng

o Lt K e PRPEROERIE TR - e s Lo -t v.._:". & -

manner:‘f”

In a case where no public disclosure of classified

information or intelligence sources and methods -

. would result from further investigation or prose-

cution, and the security of ongoing inteliigence
investigations would not be jeopardized thereby,
the agency will report the matter to the cognizant

office of the Federal Bureau of- Investigation, other

—.6— .
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appropriate Federal investigative agency, or ro the
appropriate United States Attorney or his designee
for an investigative or prosecutive determination.

2. In a case where further investigation or prosecution
would result in the public disclosure of classified
infornation or intelligence sources and methods oxr
would 3eooardlze the conduct of ong01ng 1nte111gence

- operatlons, a letter explalnlng the facts of. the matter -
in detall will be forwarded to the Crlmlnal DlVlSlon. '
_The agency w1ll also forward to the Crlmlnal D1V131on

a seoarate classified momorandum explalnlng the

‘ securlty or operatlonal problers whlch would arise

from a crlmlnal 1nvest1gatlon or prosecutlon, 1nclud1ng,

but not llnlted to:

'1:5.' Public dlsclosure of 1nformat10n needed to
| prove the offense or to oﬂraln a search
warrant or an electronic surveillance order
‘under chapter 1189 of Tltle 18, Unlted
States Code;
b. disciosure required‘by a aefense request.'
| for discovery of information under RuleAlG

of the Federal Rules of Criminal Procedure,

18 U.s.C. § 3500, or Brady v. Maryland, 373

U.S. 83 (1963); and

-t
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_c.- interference with the voluntary provision
by the subject or persdns associated with
. the subject of cover or other serv1ces
necessary for 1nte111gence operations.

‘ The Cr1m1na1 D1v151on, after necessary consultatlon w1th
il the agency, will deternlne whether to further 1nvestlgate
vfi ox prosecute. The agency w111 be 1nformed of such deter-*

minatlon in writlno. - o :
:‘Q:ls‘. If the subject of a referral.ls-an eﬁoloyee of another
| agency other than a person subject to the Unlforn Code of
Mllltary'Justlce, the Crlmlnal D1V151on may refer the matter

~1‘,.

to that agency for prellmlnary 1nvestlgatlon and possible

;admlnlstratlve actlon. The employlng agency w111 report
_;the results of any such prellmlnary 1nvestlgatlon under
the urocedures for reportlng p0551ble crlmes by agency

employees. , x0T
S -»r‘ '4!"'-_.-'

'E; If the subject of the referral is a person subject to

- the Unlform Code of Mllltary Jnstlce; theQCrlmlnal DlVlSlon ]
w111 coordlnate the handllng of the matter w1th the appro- )
prlate mllltary serv1ce in accordance with ex1st1ng agree—;“
ments between the Departments of Justice and Defense.

G. Ail_referrals required by these proceedings shail be in
writing and in such detail as the Department of Justice

component receiving the referral shall determine.

H. When the head of an agency believes that circumstances of

-8 - .
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security'warrant_it, he may directly report to the Attorney
General in writing any matter required to be reported by
‘these procedures in lieu of following the procedures of
paragraphs D-G.

Nothing in these prdcedures shall be construed to reserict
the exchange of information among agenc:.es in the intelli-
gence communlty requlred by other procedures or agreements

mac.e under E 0. 12036. - =

' . ' Griffin B. Bell
5(‘ /77 ' - Attorney General -

Dated:

Approved For Release 2006/10/19 - CIA-RDP87B01034R000100100010-2



